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Causing the target to be attacked to

Purpose . :
stop providing services
G.en.eral Attacks often overload or exhausted an
principles object's resources
DOS attacks continue to increase in both
Current the scale, frequency and duration of attacks
situation as well as the complexity and sophistication

of attack methods and techniques.
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DDoS: The victims

B 2020 - Q1 N 2020 - Q2 [ 2020 - Q3 2020 - Q4 2021 - Q1

Technology
Telecommunications
Finance

Education

ISP/Hosting
Government

Gaming

Consulting

Retail

Utilities

Other

Media & Entertainment
Manufacturing & Construction

Health Care

Transportation

o
m

https://www.f5.com/labs/articles/threat-intelligence/ddos-attack-trends-for-2020
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DDoS and Botnet mitigation in VNPT
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Shift system

VNPT's
BIBION

Protection . Detection

= Mitigation

=  Policies
= Procedures

. Technology v ACL
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Plan v BGP Flowspec
v

DDOS Mitigation
system

v
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DDOS Detection
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Mitigation Techniques

e Access VNPT's
ACL Infrastructure

« Unused service traffic
e L3-1L4 attack

e Block C&C connection
(outgoing DDOS attack)

BGP Flowspec

VNPT’s DDOS » Sophisticated attack

oge .  Application attack
Mitigation system | ;. ..o
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ACL
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BGP Flowspec (0utgoing attacks)
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protocol)
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VNPT’s DDoS Mitigation system
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