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DDoS attack: A brief introduction
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Purpose

General 

principles

Current

situation

Causing the target to be attacked to 

stop providing services

Attacks often overload or exhausted an 

object's resources

DOS attacks continue to increase in both 

the scale, frequency and duration of attacks 

as well as the complexity and sophistication 

of attack methods and techniques.



TẬP ĐOÀN BƯU CHÍNH VIỄN THÔNG VIỆT NAM
VIETNAM  POSTS AND TELECOMMUNICATIONS GROUP

DDoS: The victims
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https://www.f5.com/labs/articles/threat-intelligence/ddos-attack-trends-for-2020
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DDoS and Botnet mitigation in VNPT
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VNPT’s 

DDOS 

Protection

People

TechnologyProcess

▪ Experienced

▪ Proficiency

▪ Knowledge

▪ Shift system

▪ Detection

▪ Mitigation
✓ ACL

✓ Blackhole

✓ BGP Flowspec

✓ DDOS Mitigation 

system

▪ Policies

▪ Procedures

▪ Incident Response 

Plan
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DDOS Detection
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VNPT

VNPT Routing

FPT, CMC, 
ViettelNTT, Singtel, 

China Telecom

Scrubing center

DDOS 
Mitigation

IGW

DGW

PE

P

DDOS Detection

Monitor

BGP, Flow, SNMP

Attack traffic

Legitimate traffic

Chú thích:

PE

VNPT s Server

Customer

Category:
- Incoming attack
- Outgoing attack
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Mitigation Techniques
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ACL

BGP Flowspec

VNPT’s DDOS 

Mitigation system

• Access VNPT’s 

Infrastructure

• Unused service traffic

• L3-L4 attack

• Block C&C connection 

(outgoing DDOS attack)

• Sophisticated attack

• Application attack

• Botnet attack
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ACL
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VNPT

VNPT Routing

FPT, CMC, 
ViettelNTT, Singtel, 

China Telecom

Scrubing center

DDOS 
Mitigation

IGW

DGW

PE

P

DDOS Detection

Monitor

Access VNPT s 
Infrastructure

Chú thích:

PE

VNPT s Server

Customer
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BGP Flowspec
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VNPT

VNPT Routing

FPT, CMC, 
ViettelNTT, Singtel, 

China Telecom

Scrubing center

DDOS 
Mitigation

IGW

DGW

PE

P

DDOS Detection

Monitor

BGP Flowspec

Attack DNS traffic

Legitimate traffic

Chú thích:

PE

VNPT s Server: 
Web - 113.160.59.66

Customer

RR 113.160.59.66/32,*,17,53

Drop traffic with 
DNS traffic to 
113.160.59.66

VNPT

VNPT Routing

FPT, CMC, 
ViettelNTT, Singtel, 

China Telecom

Scrubing center

DDOS 
Mitigation

IGW

DGW

PE

P

DDOS Detection

Monitor

BGP, Flow, SNMP

Attack DNS traffic

Legitimate traffic

Chú thích:

PE

VNPT s Server: 
Web - 113.160.59.66

Customer

Detection BGP Flowspec
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BGP Flowspec (Outgoing attacks)
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VNPT

VNPT 
Routing

FPT, CMC, 
ViettelNTT, Singtel, 

China Telecom

IGW

DGW

PE

P

DDOS Detection

BGP, Flow, SNMP

Attack traffic

Chú thích:

PE

Contextual, 
Content Input

Time, IP Sub

C&C Info (IP, port, 
protocol)

Process

VNPT

VNPT 
Routing

FPT, CMC, 
ViettelNTT, Singtel, 

China Telecom

IGW

DGW

PE

P

DDOS Detection

BGP Flowspec

C&C Connection

Chú thích:

PE

C&C

RR <C&C IP>/32,*,<proto>,<port>

Drop traffic 
C&C connection

Detect C&C Server Block C&C connections using BGP flowspec

VNPT Subscribers VNPT Subscribers
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VNPT’s DDoS Mitigation system
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VNPT

VNPT Routing

FPT, CMC, 
ViettelNTT, Singtel, 

China Telecom

Scrubing center

DDOS 
Mitigation

IGW

DGW

PE

P

DDOS Detection

Monitor

BGP Advertisement

Attack traffic

Legitimate traffic

Chú thích:

PE

VNPT s Server

Customer

RR

VNPT

VNPT Routing

FPT, CMC, 
ViettelNTT, Singtel, 

China Telecom

Scrubing center

DDOS 
Mitigation

IGW

DGW

PE

P

DDOS Detection

Monitor

BGP, Flow, SNMP

Attack traffic

Legitimate traffic

Chú thích:

PE

VNPT s Server

Customer

Detection VNPT s DDoS system
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Q&A


